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Guarding Against Network Fatlur
How to Ensure the ‘Always-On’* Busi

Introduction Increasing Network Reliance

You need your network to run your business. In today s Frame relay, MPLS, broadband IP VPN, and private

competitive business environment, few businesses can afford leased line T1 networks are very common landline WAN

a branch location to go off-line, let alone the headquarters technologies deployed by businesses today. The landline

or data center location. If your network goes down, your WAN infrastructure is subject to many types of failures and

business is impacted. The question is by how much. outages that translate into failed communications, reduced

Unfortunately, many businesses don t know the answer to productivity, and ultimately lower revenues. The major

that question until the network goes down. reasons for network downtime are technical and equipment
failures, such as enterprise hardware problems, provider s

Network outages ~depending on their severity ~can affect equipment, bandwidth saturation, and cabling. The landline

a single branch location or the entire business. Above and network is a complex collection of many devices dispersed

beyond direct dollar costs, downtime has a negative impact throughout a geographical region. The sheer number and

across your business: different types of devices make it vulnerable to outages.

Furthermore, any interruption along the communication path

Productivity loss by employees . B .
y y employ between two locations can result in operational loss.

Damaged reputation among customers and suppliers, as

. In addition, natural disasters such as oods, tornadoes,
well as banks and nancial markets

hurricanes, and re can disrupt the network. The damages
Revenue loss, including direct revenue loss, billing loss, caused by these natural disasters can disable the network

lost future revenue, and compensatory payments for several days before service is restored. For example,
according to a Hughes survey of businesses located in the
Impaired nancial performance, including revenue Gulf Coast region, in the aftermath of Hurricane Katrina, 37
recognition, cash ow, lost discounts, and payment percent of those surveyed were without broadband service
guarantees for more than ve business days and 25 percent of those
businesses reported losses of over $25,000 due to their lack
Associated expenses, including temp employees, of connectivity.

equipment rental, overtime costs, and travel expenses.

While even short network outages are detrimental,

the impact of larger disasters and outages can be
insurmountable for some businesses. A study by the
American Red Cross found that 40% of businesses

never reopen after a major disaster. The reason lack of
planning and preparedness. Similarly, a U.S. Department
of Labor study asserted that 93 percent of companies that
experience a signi cant data loss will be out of business
within ve years.

Developing a disaster recovery strategy is a critical
undertaking for any business, small or large. And, as more
and more enterprise-critical business applications are

run over public and private networks, the importance of
backup connectivity and network resiliency is moving to the
forefront.
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