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Satellite
Find Use for Expanded Monitoring Applications

BY GREG BERLOCHER

Many monitoring applications are a good fit for satellite communications,
as they often involve remote locations which are hard to serve via other
telecommunication alternatives. The amount of data to be transmitted, how
much latency can be tolerated, and the availability of electricity from the power
grid are just a few of the challenges satellite engineers must deal with.



Although the monitoring market is a good one, it is
not homogeneous. Monitoring covers a broad range
of applications which often are lumped under a single,
generic moniker. In reality, the monitoring market
is stratified with different solutions, each with quite
different communication needs.

Distributed control systems (DCS) typically are
seen in refineries, factories, electrical substations
and other automated industrial environments which
require extremely quick logic decisions. DCS systems
use programmable logic controllers (PLC) which can
detect a change of state, such as an overload in an
electrical transmission line, and can respond with-
in a few milliseconds. These systems are hardwired,
relying on either copper of fiber-optic cables to link
PLCs and host computers. Supervisory control and data
acquisition (SCADA) systems involve a host computer
system which interacts with remote terminal units
(RTU). The RTU serves as an aggregator for different
types of analog and digital input and output devices
and converts the data into a transmission protocol.
SCADA systems use some form of telecommunications
to connect the SCADA host to the RTU, allowing the
host computer to gather status data from and issue
controls to devices hundreds or thousands of miles
away. Generally, response times in SCADA networks
range from a fraction of a second to several seconds.
In some cases, gathering data is the main goal, with
few control commands being sent from the host. These
types of networks are often referred to as data acqui-
sition networks instead of SCADA.

Machine-to-machine (M2M) networks embody many
of the same functional requirements as SCADA net-
works, but there generally are fewer points of data
per remote asset, have limited control functions, and
often have much greater latitude when it comes to
response time. While SCADA systems are deployed to
monitor and control strategic assets such as an elec-
trical grid or pipeline, M2M type services are used to
monitor and manage non-strategic assets, including
mobile ones. Automated meter reading (AMR) sys-
tems have been the dream of electric, water and gas
companies for decades, but technology costs have
precluded their large scale adoption. The advent of
low cost RF devices, combined with the ubiquity of
the Internet, is beginning to change the tide in favor
of future AMR deployments.

Satellite communication can play an important role
with all of these types of networks. While DCS systems
have been singled out for the demanding response time
requirements, it is not uncommon for a DCS system to
cohabitate with a SCADA system. Electrical substa-
tions are a prime example, with a DCS system moni-
toring and resetting circuit breakers locally, while the
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SCADA system is used to monitor and control other
electric devices at the substation. Hughes has a long
track record of success supporting SCADA networks
in the oil and gas pipeline and electric utility indus-
tries which has led to several new initiatives. Doug
Medina, Hughes senior director of marketing, says the
company is engaged in pursuing two smart grid initia-
tives—substation communications and monitoring and
advanced meter infrastructure (AMI). “The electric
utilities in the United States have a number of criti-
cal assets at substations which need to be monitored
in real-time. Substations are often located in areas
where there isn’t a lot of terrestrial communications
coverage. Satellite is also finding a home in helping the
electric utilities reach their goal of near 100 percent
network uptime. The utilities have found that satel-
lite is well suited for their needs and the demand to
monitor these critical assets is increasing,” he says.
Medina also notes Hughes’ advanced meter reading
initiative. “Utilities are ramping up the deployment
of advanced meters in the residential market. The
meters often have RF devices embedded in them, and
VSAT is an ideal communication path to backhaul the
consumer’s home usage data from the different meter
collection points.”

Spacenet is another satellite service provider with
along history of supporting SCADA applications. The
company’s Armadillo terminal sprts a ruggedized satel-
lite modem which did not need air conditioning, allow-
ing it to be mounted next to outdoor equipment. The
Armadillo has several DC power options, allowing it
to be powered from a battery system. Spacenet has
just launched the second generation of Prysm Pro,
an off off-the-shelf IP network appliance that can be
customized to support enhanced applications. Prysm
Pro provides integrated support for a wide range of
standard applications, including multiple network con-
nections to assure high network availability, monitor
control and video surveillance. Amir Yafe, executive
director of product management and technical mar-
keting at Spacenet, says Prysm Pro allows custom-
ers to develop custom applications and pointed to
the unique needs of operators of SCADA networks
as a prime example. “Pipelines and electric utilities
typically have unique communication requirements,
including extremely high network availability and sup-
port for unique serial protocols. The Prysm Pro allows
clients to develop custom applications which run on
modular hardware that interconnects with the VSAT.
The Prysm Pro is integrated into Spacenet’s network
management system allowing the customer to control
much more than their VSAT network,” he says.

iDirect is looking more aggressively into SCADA net-
works, says Michel Zimet, the companies director, vertical
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usage data from the different

meter collection points.
—Medina, Hughes

marketing, energy and utilities. “Utilities, pipelines and
water districts want to replace narrowband networks
and bring [Voice over IP] and access to corporate applica-
tions into remote locations where they have their equip-
ment. The deterministic TDMA scheme iDirect utilizes
allows predictable response times for SCADA applica-
tions, and our advanced group quality of service (GQoS)
feature ensures that SCADA traffic always has priority
over voice and office automation applications.”

Zimet points to several emerging trends in monitor-
ing and SCADA applications. “RTUs have been moving
away from low-speed serial connections for a while now.
Just about all new RTUs have Ethernet interfaces. ...
We also see new federal regulations, such as NERC
Critical Infrastructure Protection (NERC CIP), having
an impact on network planning. These requirements
stipulate that utilities have a viable backup network
in place. We have all seen what happens to wireless
networks during a major event. A satellite network
is the only viable alternative to back up a terrestrial
network. SCADA clients also like the fact that a sat-
ellite solution can be a closed network, without any
connection at all to the Internet. Add link encryption
to that and you begin to understand why utilities have
become increasingly aware of the benefits of satellite.
The NERC CIP requirements are forcing them to take

amuch closer look at satellite than they did before.”

Although the Hughes 9201 was first developed to
support voice and Internet connectivity, Inmarsat’s
BGAN service appeared to be a natural fit for many
monitoring applications, with reasonably priced hard-
ware, global coverage and affordable airtime for good
quantities of data. Previous testing revealed that the
original terminals would not auto-power cycle and
were prone to ultimately dropping their network con-
nections without autonomous ability to re-establish
them. Human intervention was required to reestablish a
network connection. This limitation severely hampered
the adoption of Inmarsat’s Broadband Global Area Net-
work (BGAN) service in the monitoring community
and the anticipated stampede of users never materi-
alized. Recognizing the problem, Hughes developed
SCADA-friendly firmware to solve these issues and is
relaunching the 9201 as an M2M BGAN terminal. The
new hardware sports features that should solve the
problem of dropped network connections. The terminal
has an Ethernet port, supports SMS functionality and
is powered by low voltage DC, making it much more
solar-friendly than traditional VSATSs, which typically
require 20 watt AC of continuous power.

A quick Web search reveals that basic BGAN service
can be acquired for about $60 per month, which includes
afixed IP address which can be used globally. Data traf-
fic is extra, costing an estimated $6 or less per megabyte.
SCADA networks offer near real-time collection of data
and allows control commands to be sent in an expedi-
tious fashion, ranging from a fraction to several seconds,
but minimizing latency comes with a price. While this
sort of responsiveness is critical to electric utilities and
pipelines, it would be incorrect to assume that everyone
needs the same response time.

Asset Management

Asset management is another subsegment of the
monitoring market. Periodic data sent back from an
industrial asset provides a snapshot on the asset’s
status and overall health. For instance, an isolated tank
holding liquids is periodically drained by a tank truck. If
the tank is M2M enabled, it can send out a notification
that it is approaching its holding capacity. Knowing
the volume level in the tank allows the company that
owns the tank to schedule a truck roll when needed
rather than visiting the tank on an arbitrary schedule.
This saves labor cost, fuel and reduces windshield time
— aplusin alitigious society. The response time for
atank level application is radically different than the
responsive required for a liquid pipeline, which can
burst within seconds should there be a dramatic spike
in pressure. As the strategic value of an industrial asset
goes down, the value of real-time monitoring decreases
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as well. M2M applications are a less expensive form
of monitoring which provide less frequent snapshots
of data. A complete scan of a company’s assets may
take hours, or even days.

A good example of a satellite terminal that is well-
suited for the M2M segment is the SAT 202 from EMS
Global Tracking (a division of EMS Technologies Inc).
The SAT 202 enjoys an extremely small footprint, just
11 centimeters in diameter, and weighs 8 ounces. It
will operate in temperatures ranging from -40° to 70°
C. The SAT 202 accepts a voltage range of 9 to 36 V
DC, making the unit easy to power with a battery sys-
tem. Enhanced energy management options allow the
unit to be put to sleep during quiescent periods mak-
ing it extremely solar friendly. The SAT 202 has serial
interface allowing it to connect to an external RTU
or PLC. The unit also has its own inputs and outputs
(I/0), allowing it to interface directly with a variety
of sensors. Internal scripting capabilities allow devel-
opers to come up with a variety of new applications.
You can choose to use the internal I/O and eliminate

the cost of the RTU or use an external I/O controller
(EMS’ GEM product) to bolster the number of sen-
sors you can monitor if the RTU has limited capacity.
While the unit is small, compact, and solar-friendly,
it is designed to send small bursts of data. Each mes-
sage can contain a maximum of 8 bytes of data, or 84
bits. While writing extremely tight code might appear
to be a lost art, M2M developers excel at this craft.
Look for the monitoring market to continue its
growth in the future, with new and exciting services
being introduced. Miniaturized sensors costing a frac-
tion of earlier models are becoming pervasive, helping
to fuel this growth. Look for satellite to play a major
role in the monitoring market for years to come. \u

Greg Berlocher has been active in the
satellite industry for twenty five years and
is the President of Transcendent Global
Networks LLC.

HUGHES

UNIFERED.

Connect to the futurer

Posted with permission from Via Satellite. Copyright © 2010. All rights reserved.
#1-27327605 Managed by The YGS Group, 717.505.9701. For more information visit www.theYGSgroup.com/reprints.


www.theygsgroup.com/reprints


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


	Button1: 


